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Abstract 
 

In the openness of today’s networks, communication among peers must be 

secure and at the same time, efficient. The efficiency involves communication 

cost and security properties. In identity-based cryptography, the secret 

information of a user cannot be determined from the corresponding public 

information, in turn ensures privacy. But, the public information is derived 

from the parameters and functions selected by the certification authority. Such 

crypto system leads to key escrow problems. The proposed system discusses 

the efficiency of the certificates sequential signature scheme using ECC based 

bilinear mapping.  

 

Keywords : Certificateless, signature, identity-based cryptography, bilinear 

mapping 

 

 

Introduction 
In today’s computing environments, communication among peers involve multiple 

users. Group communication implies a many-to-many communication and it goes 

beyond both one-to-one communication (i.e., unicast) and one-to-many 

communication (i.e., multicast). In a secure group communication, after all users 

being authenticated, a one-time session key needs to be shared among all group 

members. Most well-known group key establishment protocols can be classified into 

two categories: 

1. Centralized group key establishment protocols: a group key generation center 

(KGC) is engaged in managing the entire group. 

2. Distributed group key establishment protocols: there is no explicit group 

KGC, and each group member can contribute to the group key generation and 

distribution. 

     In a secure communication involving n members, a group key needs to be shared 

among all group members and uses it to encrypt and authenticate messages. 
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According to Boyd C (1997), there are two types of key establishment protocols: key 

transfer protocols and key agreement protocols. Key transfer protocols rely on a 

mutually trusted key generation center (KGC) to select session keys and then 

transports session keys to all communication entities secretly. In key agreement 

protocols, all communication entities collaboratively determine session keys. The 

most commonly used key agreement protocol is the Diffie–Hellman (DH) key 

agreement protocol (Diffie, W., Hellman, M., 1976). In DH protocol, the session key 

is determined by exchanging DH public keys of two communication entities. Since 

the public key itself does not provide any authentication, a digital signature of the 

public key can be used to provide authentication.  

     Digital signatures play a vital role in the security of information and 

communication networks by providing message integrity, authentication and non-

repudiation during transmission over any insecure or hostile network. The property of 

message integrity guarantees that the receiver detects any alteration of the message 

during transmission, and the authentication property ensures the message generation 

by an expected sender. 

     Based on an extended RSA technique, Itakura and Nakamura (1983) first proposed 

a sequential (or serial) multisignature scheme, and other similar schemes are 

presented in (Pon et al., 2002; Meng et al., 2007; Gangishetti et al., 2006; Shim, 2008; 

Chu and Zhao, 2008). The CL-SSMS has many real-life applications such as when an 

electronic check needs to be signed serially by the various persons in an office based 

on their designation. On the other hand, the broadcast (or parallel) multisignature 

schemes can be found in (Harn and Ren, 2010; Chen et al., 2004; Chang et al., 2009; 

Harn, 1994; Chen and Hwang, 1994; Gangishetti et al., 2006; Chu and Zhao, 2008; 

Giri and Srivastava, 2007; Yang et al., 2010; Gui and Zhang, 2010). The 

multisignature schemes (Giri and Srivastava, 2007; Chu and Zhao, 2008; Le and 

Gabillon, 2009) designed upon traditional public key infrastructure (PKI) (Diffie and 

     Hellman, 1976) have some problems such as the requirement of huge storage space 

to store the public key certificates, complicated management strategy to distribute the 

certificates and additional computing power to verify the certificates (Giri and 

Srivastava 2007; Chu and Zhao, 2008; Le and Gabillon, 2009; Das et al., 2013). The 

identity-based cryptosystem (IBC), first introduced by Shamir (1984), can solve these 

drawbacks because IBC abolishes the need for public key certificate management and 

distribution infrastructure (Gangishetti et al., 2006; Biao et al. 2010; Yang et al., 

2010; Islam and Biswas 2013b, 2013c) as required in PKI. A user can derive his 

public key from a known identity such as an email address, and IP address and the 

public key can be revoked easily by just binding a time duration to it (Boneh and 

Franklin, 2001). However, because a trusted third party called the private key 

generator (PKG) is required to compute the corresponding private key, IBC becomes 

vulnerable to the private key escrow problem. To remove the key escrow problem of 

IBC, Al-Riyami and Paterson (2003) proposed the concept of certificateless public 

key cryptography (CL-PKC), where the PKG generates the identity-based partial 

private key and a user himself generates the full private key by using the partial 

private key received from PKG and his own chosen random secret value. The PKG 
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does not have access to the user’s full private key and hence, the private key escrow 

problem and the need for a public key certificate are solved in the CL-PKC system. 

 

Motivations and Contributions 

Recently, the certificateless short signature (CL-SS) schemes (Huang et al., 2007; 

Chen et al., 2008; Du and Wen, 2009; Choi et al., 2011) have been used extensively in 

many resource constrained wireless devices such as PDAs, mobile phones, RFID 

chips, and sensors where the communication bandwidth, battery life, computing 

power and storage space are limited. The short signature designed based on elliptic 

curve cryptography (ECC) can also offer high levels of security with comparatively 

short length signatures, and hence, most of the schemes use ECC (Miller, 1985; 

Koblitz, 1987) for the implementation of public key cryptosystems (PKC). Compared 

with other PKCs, the ECC-based PKC offers the same level of security with reduced 

key size, faster computation as well as less memory, energy and bandwidth usage, and 

thus, it is more suitable for resource-constrained devices.  

 

Paper Organization 

The rest of the paper is organized as follows. Section 2 describes some preliminary 

ideas about bilinear mapping and some computational complexities. In Section 3, the 

proposed certificateless scheme is explained. In Section 4, the security and efficiency 

of proposed scheme is analyzed and, Section 5 concludes the paper. 

 

 

Preliminaries 
This section briefly describes the basic assumptions and properties of bilinear 

mapping and also the computational difficulties. 

 

Bilinear map 

Let us assume that G1 and G2 are two cyclic groups of prime order p and g is a 

generator of G1, for convenience G1 as an additive group. A map e: G1 × G1 → G2 is 

a bilinear map if it satisfies:  

     Bilinear: for all P,Q∈ G1 and a,b∈ Z, we have e(Pa,Qb) =Pe(a)+Qe(b).  

     Non-degenerate: e(P,P) ≠ 1.  

     By a bilinear group, we mean a group in which the group operation can be 

computed efficiently and there exists an efficiently computable bilinear map. 

 

Computational Complexity 
Some computational problems in the elliptic curve group and bilinear pairing, which 

are assumed to be secure and cannot be breached using a polynomial time-bounded 

algorithm (Koblitz, 1989; Silverman and Suzuki, 1998; Menezes et al., 1993; Frey et 

al., 1999; Gaudry, 2000), are described below. 

 

1. Elliptic curve discrete logarithm problem (ECDLP) : Given a random instance 

*Zq  ainteger an  findGq,  Q, P R  such that P a=Q  
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2. Computational Diffie-Hellman problem (CDHP) : Given a random instance of 

bP), aP, (P for any *Zq  b , a R
, the computation of abP is hard to group 

Gq  

3. Bilinear Diffie-Hellman problem (BDHP) : Given a random instance of 

cP)bP,, aP, (P and for any *Zq  c b, , a R
, it is impossible to compute 

abcQ), (P e  

 

 

Proposed Scheme 
In this section, the certificateless signature scheme in new multi-party key agreement 

protocol based on ECC and bilinear pairing is proposed.  

     Let us assume that the set of user participants U = {U1, U2, …,Un} be the set of n 

signers and their corresponding identities be ID = {ID1, ID2, …, IDn}. Each signer Ui 

generates full private key and public key as follows. 

1. Private key pri = (Di, xi) and 

2. Public key pbi = (Qi, yi) 

     The message is signed by all the participants involved in the communication at a 

particular time and the signing is random and also the order is determined either by the 

initiator (message sender) or the signer themselves. At the beginning, the initiator 

sends the message to the first signer and the first signer generates the signature on the 

received message. The first signer in turn sends the message along with the generated 

signature to the next signer. Upon receiving the message, the next signer generates the 

signature and sends to the next signer. Finally, the last signer generates the full 

signature with respect to all signers, which is allowed to be verified by any public 

verifier using the public keys of all the signers.  

     The proposed scheme consists of the following phases such as setup, set-secret-

value, partial-privatekey-generate, privatekey, publickey, sign-generate and sign-verify 

and are discussed below. 

 

Setup: 
The system selects the following parameters and functions, declares them publicly: 

     For a given security parameter 
*

qZk  ,  

(1) p: a large prime number comprised of 2q + 1, 

where q is also a large prime; 

(2) g: a q-order generator over GF(p); and  

(3) compute G = pg, where the private-public key pair of the system is (p,G) 

(4) choose two hash functions 

* Zq  *,1} {0: H and   *Zq Zq*×  *,1} {0:H 21  

(5) Publish  }H, HG,g,q,, * Zq{= M  21  as the system’s parameter while the 

master key p is kept secret. 

 

Set-Secret-Value: 

Each user U i is provided with the following pair of two corresponding keys: 
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(1) Private Key denoted as   *  Zq  x
 i 

; 

(2) Public key denoted as p mod   g =y ix

i  

 

 

Partial-Privatekey-Generate: 

The algorithm is executed by the system to generate user’s identity-based partial 

private keys . It takes M , master key p, user identity IDi and partial public key yi of IDi 

as inputs and generates the partial private key Di for IDi as follows. 

(1) Compute Qi = H1(IDi , yi) 

(2) Compute the partial private key Di = pQi 

     privatekey: pri = (Di, xi) 

     publickey: pbi = (Qi, yi) 

     sign-generate: In order to generate a sequential signature for a given message 

 , each signer performs the following operations: 

     Step 1: Signer U1 

(1) Computes 1211 D +(m) H   x=sign  

(2) Sends the message-signature pair (m , sign1) to the next signer 

     Step 2: Signer U2 

(1) Verifies (m , sign1) 

(2) If it holds, computes 22212 D +(m) H    x+sign =sign  , and sends (m , sign2) to 

next signer. 

     Sign-verify: The last signer generates the final signature (m , sign) to the verifier 

for verification. 

 

 

Performance Analysis  
The security and efficiency analysis of the proposed scheme is discussed. 

 

Security Analysis 
It is known that the unforgeability against different types of adversaries is one of the 

most important security properties of any digital signature scheme, where 

unforgeability means only the group members are able to compute the valid multi-

signature on behalf of the group and no outsider(s) or a colludeing subset of the group 

members can generate any of the proposed multisignature schemes. Based on the CL-

PKC system (Al-Riyami and Paterson, 2003; Huang et al., 2006, 2007; Chen et al., 

2008; Du and Wen, 2009; Choi et al., 2011), the unforgeability of any signature 

scheme involves two types of adversaries called Type I and Type II. The Type I 

adversary A I represents an outsider attacker who is able to replace the public key of 

any user with a value of his own choice, but he is unable to access the PKG’s master 

private key. This attack caused by the adversary A I is known as public key 

replacement attack (Gorantla and Saxena, 2005; Huang et al., 2006; Gangishetti et al., 

2006; Huang et al., 2007; Chu and Zhao, 2008; Le and Gabillon, 2009; Biao et al., 

2010; Islam and Biswas, 2012b; Islam and Biswas, 2013a). On the other hand, the 

Type II adversary A II acts as a malicious PKG (insider attacker) who is not allowed to 
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replace users’ public keys, but can access the PKG’s master private key. This type of 

attack is called malicious PKG attack (Gorantla and Saxena, 2005; Huang et al., 2006; 

Gangishetti et al., 2006; Huang et al., 2007; Chu and Zhao, 2008; Le and Gabillon, 

2009; Biao et al., 2010; Islam and Biswas, 2012b; Islam and Biswas, 2013a).  

 

     In the proposed system, it is clear that the partial private key must be used to 

generate the individual signature, and it can be computed only if the systems master 

private key is known. However, , the ECDLP is not solvable by any polynomial time-

bounded algorithm. Also, the generation of individual signature is only possible if the 

secret value is known to the adversary A II. Although he may try to derive the secret 

value from the generator, he needs to solve the EDCLP in the elliptic curve group, 

which is not solvable in polynomial time. So, the forgery of multi-signature scheme is 

impossible by the adversaries I and II. 

 

Performance Analysis 

This section analyzes the performance of the proposed scheme in terms of operational 

time by considering various cryptographic operations. The system is implemented in 

Pentium Dual Core 2.2GHz processor with 2GB RAM.  

 

Length of prime p=2q + 1 Execution Time in milli seconds 

512bits  140, 156, 406, 234, 202, 218, 172, 172, 

172, 125, 125, 125, 219,296, 468, 218, 

280, 483, 141, 140, 141.... 

Between 120 and 650  

256bits 63(frequent),78(frequent),109,93,141,62,

46,94,125,47...... 

Between 40 and 150 

128bits 32,31(frequent),47,31,46,62,63,16,15.......

. <50 

 

 

Conclusion 
In identity-based key agreement protocol, though the key confirmation is not needed 

because of the private-public key generation by the certified authority , the key escrow 

problem occurs. To overcome this problem, the certificateless short multisignature 

scheme using elliptic curve and bilinear pairing is proposed. The proposed scheme is 

free from the public key certificate management burden and the private key escrow 

problem. The security analysis has been provided and shown that the proposed scheme 

is secure against both Type I and Type II adversaries. 
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