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Abstract 

This article discusses the development of security 

infrastructure for a distributed information-computing 

environment, which includes the issues of subject horizontal 

integration solutions in respect of information exchange 

within the global information space by creating a secure 

virtual environment (information association), based on a 

distributed network of portals with a heterogeneous structure, 

functioning on the basis of open protocols. 
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Introduction 

Information technologies are characterized by a wide 

development of forms and methods of different information 

presentation in the Internet. Over the past 20 years, the 

concept of "corporate portal" expressed by the means of 

successive software technology has established itself as a 

universal way of information presentation. A natural 

development of a corporate portal as the concept is a portal 

network with a single point of entry which provides a 

common access control policy for users and administrators. 

The network portals make an extremely flexible system that 

provides a universal approach to the management of 

information exchange. The concept of such a network is 

described in work [1] and represents a set of access control 

nodes, united in a single network through open Internet 

channels with a portal network management center (PNMC). 

A unified policy of information exchange management is 

implemented within PNMC, including the ability to secure the 

authorized access to information and computing resources 

throughout the network, a single mechanism for a user session 

control. 

The additional complexities are developed by the 
impossibility to create a uniform policy of access distribution 

on a set of portals, as well as the implementation on various 

hardware and software base. The model which allows to solve 

these difficulties, in particular for gas transporting companies 

remaining within the concept, is considered in the work [2]. 

The development and expansion of the information exchange 

system within the network of portals is the development of 

technology for the building of closed virtual media in respect 

of the distributed information resource (DIR) organizations 

within a global network space based on open protocols, 

network cooperation and a secure user authentication. 

The implementation of this project concept involves the use of 

standard protocols for secure information exchange 

(HTTP/HTTPS, OpenSSL), the adaptation of the standard 

software components based on open-source software 

provision (OSLinux, OpenLDAP, Nginx, Apache), and also 

the provision of operation with standard enterprise solutions 

for authentication (RADIUS [3], LDAP [4], ActiveDirectory 

[5]). 

The central objective of an article is to develop the 

architecture of DIR security infrastructure as a secured 
network of portals, including the solution of horizontal 

integration issues for the subjects of information exchange in 

the global information space by creating a secure virtual 

environment (data association) based on a distributed network 

of portals with a heterogeneous structure.The solution of this 

problem is necessary to work out on the basis of open 

application layer protocols, which allows to simplify greatly 

the use of DIR for end users, as well as infrastructure 

operation (administration) provided that DIR is secured at a 

system level or the level above the system one built with the 

use of public key infrastructure [6]. 

 

 

Methodology. 

The structure of DIR reveals custom domains. The user 

domain is a uniquely named group of users which is 

associated with one institution and and with one or more 

portals, which operates on the same hardware and software 

platform, has its own administrator, may have a privileged 

access to portal resources associated with an appropriate 

access server [7]. 

 

The control system identifies five key user roles:  
1.  Unauthorized users who may get the access the open 

sections of a portal. 

2.  Authorized users who may gain access to restricted 

sections of a port depending to which group ofaccess 

privilege level it is related. Users may belong to only 

one group of privilege access. The privilege groups 

have a strict hierarchy of subordination and 
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attachments, so the users belonging to the group with 

a highest priority, will have the access to all 

restricted sections with a lower priority access. 

3.  Access administrators determine which of the portal 

sections are open and which are closed and setting 

the levels of access privileges to the closed sections. 

4.  Domain admins develop the structure this access 

server portals. They may create, delete, modify user 

accounts and move them between the groups of 

access levels. They also perform the access system 

operation control and the calls to related portals. 

5.  Network Administrator creates and deletes domain 
groups, binds the domain groups with portals, 

appoints a domain administrator and allows the 

access to users of one domain group to other portals 

(it is a necessary but not sufficient access condition). 

He also performs the operation control of the whole 

network and data replication. 

 

 

Architecture of DIRsecurityinfrastructure 

The concept of a security infrastructure development for 

closed virtual organization environments involves the use of a 

three-tier architecture [1, 7-9] as a basic approach. Its 

framework offers the division of a software system model into 

three layers:  

-  presentation layer; 

-  application layer (middle layer); 

-  data layer. 

 

The presentation layer (Figure 1) provides an interface with a 

user and contains the GUI components of a complex. This 

layer is presented with a simple software logic, responsible for 

the display of information and network interaction with an 

application layer. 
A middle layer is presented by an application server 

containing the main program logic. Application servers are 

designed in such a way that the addition of additional copies 

to it provided a scaling performance of the software package 

without the requirement of changes to the application code. 

A data layer includes the components of access to the sources 

encapsulating data storage mechanisms. Usually an 

application program interface (API) of data management acts 

as this data layer. 

The implementation of this architecture imposes its own 

features on the selection, construction and interconnection of 

developed infrastructure components. 

 

 

Mainpart. 

Let's formulate the principles of the software package 

according to functional requirements. The tool for the set task 

performance is the architectural modeling language 

ArchiMate, developed on the basis of IEEE-1471-2000 

standard for the architecture description of software systems 

[10]. 

 

 
 

Figure 1 – General scheme of presentation layer 

 

 

Short sequence of operations:  

1 Resourcerequestinput; 

2 Resourcerequestdispatch; 

3 Resourcerequestacceptance; 

4 The analysis of a request belonging to a specific 

user:  

 

4.1 If a user is authenticated, the following aspects are 

necessary to check:  

‒  a session key duration period; 

‒  the compliance of user data with a session; 

‒  the correctness of request data signature; 

 

4.2 Otherwise, as in the case of errors during the 

inspections, it is necessary to perform:  

 the development of a response with the 
authentication requirement; 

 authentication form development by a user's name 
and password, the registration offer provision in a 

system; 

 the analysis of power limitations to a requested 

resource:  

 

4.3 If the user's access powers to a resource are 

confirmed, you shall do the following:  

 protectedresourcerequest; 

 the development of a response with a protected 
resource content; 

 

4.4  Otherwise, it is necessary to perform the 

following:  

 the development of a response with an error; 

 anerrormessageoutput. 
 

The registration of a user implies the establishment of a new 

record at an AAA server. A typical AAA server, being a 

heavily used component within the framework of the 

proposed concept raises a number of problems (performance, 

mobility, etc..) solved by researchers [11-13]. When the data 

are entered into a system an administrator shall activate an 

account - for these purposes an administration interface is 

defined at an application level, which allows to change 

configurations, user access rights and the access of protected 

resources. 
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Authentication and authorization is performed directly on the 

nodes that control the access for all network users. A session 

key is used as a public key certificate. Then it shall contain the 

necessary data of a user for each session, its public key, 

involved in the verification of resource request integrity, and 

the signature of the network node which generated 

authentication. Besides, a public key infrastructure, the 

services which are offered to take as a basic set of technical 

means, presupposes the existence of restrictions during the 

certificate validity period, after which it becomes an invalid 

one, and the ability to revoke a valid certificate. 

 

 
a) 

 
b) 

 
c) 

 

Figure2 – Presentationlayerschemeofevents: a – new user 

registration, b – session initialization, c – session 

completion 

 

 

Separate access servers keep a user information of its domain 

group. A user domain implies a uniquely named user group 

that is associated with one corporate institution and one or 

more portals, it operates on the same hardware and software 

platform and may have a privileged access to the portal 

resources associated with an appropriate node. In the case of a 

user appeal of another domain group a network node may take 

a solution on the basis of trust policies between nodes [1, 9]. 

 

 
a) 

 
b) 

 

Figure 3 – Applicationlayerschemes: a – administration 
components, b – registration components 

 

 
a) 
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b) 

 

Figure 4 – Scheme of certificates and PKI application 

layer: a - session initialization, b - logout 

 

 

Based on the concept of a developed infrastructure building in 

the course of the performed tasks and functional requirements 

analysis the main components were defined. 

 

 
a) 

 
b) 

 

Figure 5 – Resourcerequestauthorizationscheme: a – 

representation layer, b – application layer 

 

 

The infrastructure components and their relations were 

identified during the development. It allowed to form a clear 

architecture of software and a design framework. 

 

 

Summary 

The main results of a study are new principles and approaches 

to the construction of a security system on the basis of a 

session key use with a period of action limited by this session 

to improve the system reliability from an unauthorized access, 

the use of signed hashes in order to avoid the substitution of 

DIR requests RIVS and transferred information content. 

 

 

Conclusions.  

According to the obtained results, it is suggested:  

-  to perform an analysis and an algebraic modeling 

[14, 15] of Web-service combination proposed in 

operation; 

-  to carry out the development of new scientific and 

technical solution complex in the field of software 

infrastructure provision for DIR security based on an 

application layer open protocols, which allow to 

simplify greatly the use of DIR for end users, as well 

as the operation (administration) of an infrastructures 

with the provision of DIR security at a system level 

or at the level exceeding the system one built using a 

public key infrastructure; 
-  the performance of research and development work 

for DIR security software prototyping. 
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