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Abstract - Mobile Ad hoc Networks consists of mobile nodes
which are organized randomly. These nodes are
communicated with each other without any access point.
Due to mobility of nodes, the network is totally affected by
the several attacks. In MANET, Black hole attacks may
cause packet dropping, misrouting the information form
source to destination. So the performance of the network is
totally degraded. To overcome this issue, we propose the
modified proactive secret sharing scheme to ensure the data
confidentiality, data integrity and authenticity. In first phase
of the proposed algorithm, the detection of black hole attacks
is achieved using trust active and recommendation of the
nodes. In second phase of the work, modified proactive
scheme is used to provide the data authentication and
integrity. Here, we detect the mishehaviour using verifiable
secret sharing scheme. By simulation results the proposed
algorithm achieves the better packet delivery ratio,
misbehavior detection efficiency, less packet overhead and
end to end delay than the existing schemes.
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proactive secret sharing scheme, end to end delay, overhead,
misbehavior detection efficiency and delivery ratio.

I. INTRODUCTION
A. Mobile Ad Hoc Networks (MANETS)

The aims of Ad hoc networks and particularly MANET have
in recent years not only seen widespread use [1] in
commercial and domestic application areas but have also
become the focus of intensive research. Applications of
MANET’s range from simple wireless home and office
networking to sensor networks and similarly constrained
tactical network environments. Security aspects play an
important role in almost all of these application scenarios
given the wvulnerabilities inherent in wireless ad hoc
networking from the very fact that radio communication
takes place (e.g. in tactical applications) to routing, man-in-
the-middle and elaborate data injection attacks.

B. Intruders

In this type of attack, node is used to advertise a zero metric
to all destinations, which become cause to all nodes around it

in order to route data packets towards it. The AODV
protocol is vulnerable to such kind of attack because of
having network centric property, where each node of the
network has to shares their routing tables among each other.

A malicious node may use the routing protocol to
advertise itself as having the shortest path to the node whose
packets it wants to intercept. When a source node wants to
send data packets to a destination node, if there has no route
available in its Routing Table (RT), it will initiate the routing
discovery process. For example assume, B to be a malicious
node. Using the routing AODV protocol, node B claims that
it has the routing to the destination node whenever it receives
RREQ packets, and sends the response to source node at
once. The destination node may also give a reply. If the reply
from a normal destination node reaches the source node of
RREQ first, everything works well; but the reply from node
B could reach the source node first, if node B is nearer to the
source node. Moreover, node B does not need to check its
RT when sending a false message; its response is more likely
to reach the source node firstly. This makes the source node
thinks that the routing discovery process is completed,
ignores all other reply messages, and begins to send data
packets. The forged routing has been created. As a result, all
the packets through node B are simply consumed or lost.
Node B could be said to form a black hole in the network,
and we call it as the black hole attack.

Il. RELATED WORK

Amol A. Bhosle et.al [2] proposed the watchdog
mechanism detect the black hole nodes in a MANET. This
method first detects a black hole attack in the network and
then provides a new route to this node. In this, the
performance of original AODV and modified AODV in the
presence of multiple black hole nodes is find out on the basis
of throughput and packet delivery ratio. They also proposed
the time of flight to detect and overcome black hole attack
and wormhole attack and improve the data security in mobile
ad-hoc network.

Firoz Ahmed et.al [3] introduced an Encrypted Verification
Method (EVM) that effectively detects a black hole attack. A
detection node that receives an RREP from a suspicious
node sends an encrypted verification message directly to
destination along the path included in the RREP for verifica-
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tion. The approach not only pins down the black hole nodes,
but also reduces control over-head significantly.

In [4], mobile agent based IDS is introduced in order to
reduce the overheads. The use of distributed ID consists of
multiple mobile agents which assist over a large network and
to make communication with each other. This as a whole
reduces the network bandwidth usage by moving data
analysis computation to the place of the intrusion data &
sustains on the heterogeneous platforms.

M. Umaparvathi and Dharmishtan K. Varughese et.al [6]
proposes a secure routing protocol, Two Tier secure Adhoc
On-Demand Distance Vector (TTSAODV), which is an
extension of the well known Adhoc On-Demand Distance
Vector (AODV) routing protocol that can be used to protect
the route discovery mechanism against black hole attack.
This paper evaluates the performance of AODV and
TTSAODV protocols under black hole attack. This protocol
detects and finds the secure path against single as well as
collaborative black hole attacks. This protocol uses
symmetric key system and verification messages to discover
a safe route.

Disha et.al [7] demonstrated an adaptive method to detecting
black and gray hole attacks in ad hoc network based on a
cross layer design. A course-based method is adopted in
network layer to overhear the next hop’s action is proposed.
This scheme is not suitable to send extra control packets and
saves the system resources of the detecting node. Collision
rate reporting system is established in MAC layer to guess
dynamic detecting threshold so as to lower the false positive
rate. DSR protocol is preferred to test algorithm.

Sushil Kumar et.al [8] analyzed the performance of AODV
with and without black hole (malicious node) attack under
simulation result analysis. The route discovery process in the
AODV is susceptible to black hole attack and efficient
security schemes were not deployed to avoid such attacks.
Ping Yi etal [9] demonstrated an adaptive approach to
detecting black and gray hole attacks in MANET based on a
cross layer design. In network layer, a path-based method is
proposed to overhear the next hop's action. In MAC layer, a
collision rate reporting system is established to estimate
dynamic detecting threshold so as to lower the false positive
rate under high network overload. This scheme does not send
out extra control packets and saves the system resources of
the detecting node.

N.Bhalaji et.al [10] presented a trust based routing model to
deal with black hole and cooperative black hole attacks that
are caused by malicious nodes. We believe that fellowship
model is a requirement for the formation and efficient
operation of ad hoc networks. The paper represents the first
step of our research to analyze the cooperative black hole
attack over the proposed scheme to analyze its performance.
The next step will consist of analyzing the protocol over
Grey hole and cooperative grey hole attacks.

In [11], Mehdi proposed and approach to combat the
Cooperative/ Multiple Black hole attack by using negotiation
with neighbors who claim to have a route to destination. The
percentage of packets received through the proposed method
is better than that in AODV in presence of cooperative black
hole attack.

In [16], Thamarai selvi presented an ant based novel
approach reliability to detect anomalies. The proposed
approach is decentralized, active and extensible. In order to
provide better performance in the mobile architecture this
work ensures security for mobile nodes. Such nodes were
declared as malicious node. This work will provide efficient
strategy to fight against threats like Black hole attack using
the fitness function generated from ACO (Ant Colony
Optimization).

The research work is categorized as follows. Overview of
MANETSs and black hole attacks is described in section 1.
The previous work is discussed in section 2 which is related
to the wormhole attacks. Section 3 is devoted for the
implementation of proposed model. Section 4 describes the
performance analysis and the last section concludes the
work.

Il. IMPLEMENTATION OF PROPOSED
ALGORITHM

In the proposed algorithm, malicious nodes are found
using trust based authentication model. Secret sharing is
proposed to secure the data against network attackers.

A. Intrusion Detection System

Step 1. Source S wants to communicate with node D. It
broadcasts the request message RREQ. RREQ
includes the level of security it requires and D’s id,
a sequential number and P, D [S4] is the Source’s id
encrypted by Destination’s public key and Trust
Active. RREQ is like this :{ RREQ, seq_num, P, D
[Si d], Dig, Ta}. Where Ta Trust active is the time-
dependent trust value. Initially node A have the
trust value on node B is at time t;; but after a certain
period, node B may travel to another zone which is
out of radio range of node A due to nodes mobility
in MANET. At time t,, node B happens to back in
node A’s radio range again. The trust value should
decay during this time gap. Let oTg (t1) be the trust
value of node A to node B at time t; and ATg (t,) be
the decayed value of the same at time t;. Then trust
active is defined as follows,

l > a-(Ta (M)A
ATB(Z/_ATB(l/e " 1)

Step 2. Node A receives RREQ. It looks up its trust list
for the trust values of the neighbors. And A will
encrypt if own id with proper policy and append in
the message. The message which will sent by A is
like this:{RREQ, seq_num, P, D[P, A[Ai], PnD[Sid

], Did , R§} where P, A is the private key of A.
Where R;\ (Node proposal) is also used to identify
the  malicious  behavior.  Evaluating the
recommendation is given by RQ which is node A’s
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evaluation to node B Dby collecting
recommendations,
A_ZUEyV|A—>C|*V |C —> B
5 =
VIA->C| @)

¥ is agroup of recommenders.
V| A— C| istrust vector of node Ato C.
V |C — B istrust vector of node C to B.

Step 3. D receives RREQ. It uses its private key and the
public key of the intermediate nodes to authenticate
them. D checks if there are any bad nodes. If they
are all trusted, D generates a humber for the flow
Fid , and broadcasts the following message(suppose
A and B are the intermediate nodes): {RREP,Pb
B[Fid, Pb A[Fi4, Pb S[Pv D[Fis 1111};

Step 4. Intermediate node that receives the RREP uses
its private key to decrypt the message and gets the
flow id. Then it updates its route table with Fid
designated to destination D;

Step 5. S receives RREP, uses its private key to decrypt
the message and D’s public key to identify the
destination. Afterwards, it will send message with
the flow id Fid.

Step 6. Cluster Head maintains the Trust threshold
value based on trust active and node proposal to
detect the attacks.

Step 7. If any nodes below the Trust threshold value
that node is encountered by an attacks.

B. Secret Sharing Scheme

Stepl: Let (S1 Sz, vevennnn. Sn) be an (t,n) sharing of the
secret key S of the service with the node k having S.

When Sy, is defined from a finite a finite field D = Z, and g is
a primitive element in F.

Step 2: Node K (K €{1,2,3,....n}) which randomly
generates Sy’s sub shares like (Si, Sip, ..... Sin) for (n;t)
sharing.

Step3: All subshares Sy, (p € {1,2,3,....n}) is distributed to
node p through the secure link.

Step4: When node j gets the sub shares {Sik, Sa, ..... Snk}. It
computes a new share from these sub shares and its old share
with an equation.

S;O=Sp+k2_;8k,p )

C. Digital Signature Verification

Step 1: Share holder node M sends PSS_start flag to all share
holder nodes.

Step 2: All Share holder nodes send the PSS_start_ack flag
to the share holder node M.

Step3: Initiated the sharing procedure.

Step 4: Node send the refresh_flag to all share holder nodes .
All nodes refresh its share to send shares to other share
holder nodes with digital signature and encrypted public key
of destination nodes.

Step5: Verify the digital signature trust active using trust
mechanism.

Step6: Send end flag to all share holder nodes. After
receiving this end flag, send ack flag again and send
refresh_end flag to all share holder nodes.

Step 7: In detection phase, we use the concept of Virtual
Sharing scheme procedure to detect any misbehaviour.

Each node verify his own share by using,

gSU :HEZO = A.O{ju

J (4)

If the share holder node does not broadcast the above
information, misbehaviour will be broadcasted to all the
share nodes.

Step 8: The secret key is reconstructed. If Sy holds shares
(my, n;) and S, hold shares (m, ny) , share holder node
reconstructs If my; = m,, then the secret is ny, otherwise the
secret is n,.

IV. PERFORMANCE ANALYSIS

Network Simulator (NS2) is used to simulate our
proposed algorithm. Network Simulator-3 (NS2) is used in
this work for simulation.NS2 is one of the best simulation
tools available for Wireless sensor Networks, Ad hoc
Networks and DTN. We can easily implement the designed
protocols either by using the otcl coding or by writing the
C++ Program. In either way, the tool helps to prove our
theory analytically.

In our simulation, 200 mobile nodes move in a 1600
meter X 1600 meter square region for 60 seconds simulation
time. All nodes have the same transmission range of 250
meters. Our simulation settings and parameters are
summarized in table 1.
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Table 1. Simulation Settings and parameters [ xgraph TER
No. of Nodes 200 Misdeteft
Area Size 1600 X 1600 Misceef)
Mac 802.11 50000 VPSS
Radio Range 250m S0 e
Simulation Time 60 sec a0
Traffic Source CBR 35000
Packet Size 512 bytes 0000 /
Mobility Model Random Way Point
Transmitter Amplifier | 150 pJ/bit/m? 000
Package rate 5 pkt/s 20000
Protocol DSR 15000 /
A. Performance Metrics L
We evaluate mainly the performance according to the 3000
following metrics. 00000 -
obllty
End-to-end delay: The end-to-end-delay is averaged over L T T —
all surviving data packets from the sources to the . . . . . .
destinations. Figure 2.Mobility Vs Misbehavior Detection Efficiency
h T
Packet Delivery Ratio: It is the ratio of packet received Ose o S
. L (Close||Hdopy|| Abou At
to packet sent successfully. This metric indicates both the Ewmr Networklifetime
loss ratio of the routing protocol and the effort required to -
receive data. In the ideal scenario the ratio should be equal to 200000 e
1. If the ratio falls significantly below the ideal ratio, then it
could be an indication of some faults in the protocol design. 400.0000
However, if the ratio is higher than the ideal ratio, then it is
an indication that the sink receives a data packet more than 50,0000
once. It is not desirable because reception of duplicate /
packets consumes the network’s valuable resources. The E—
relative number of duplicates received by the sink is also '
important because based on that number the sink, can
possibly take an appropriate action to reduce the redundancy. (s
Throughput: 1t is defined as the number of packets 00,0000
received successfully.
= Yoraph | 150.000
Close [ Helopy | About : :
e o] Dataadeliveryratio |,,,q00
Detaadelveryratio x 107 : Noflodes
5000 s 10,0000 20,0000 30.0000 40.0000 50,0000
4500 £ Figure3.No.of nodes Vs Network Lifetime
4000
3500
3000
2500
2000
1500
1000
j Throughput
100000150000 200000 750000 300000 350000 400000 450000 500000

Figurel.Throughput Vs Data delivery ratio
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. waraph Z'X
[Gise] rdopy[abou] EndtoendDela Close| ooy ot
Endtoenddelay x 103 y Overhead
P {verhead(pkis)
3000000 FIE MPS3
8500000 . 80,00 SEOP
8000000 / 70000
750.0000
/ 000
700.0000 /
£50.0000 / a0ao
500.0000 / 4000 ot
5500000 !_,,4//
30000
500.0000 L
20000
450.0000
400,0000 10,000
Time No.ofNodes
20,0000 40,0000 £0.0000 80.0000 100.0000 100000 130000 200000 250000 300000 330000 400000 450000 500000

Figure 4.Time Vs End to end delay

Figure 1 shows the results of packet delivery ratio for
varying the throughout from 10 to 50. From the results, we
can see that MPSS scheme has higher delivery ratio than the
SEDP because of security scheme.

Figure 2 shows the results of detection efficiency for
varying the mobility from 0 to 250. From the results, we can
see that MPSS scheme has higher detection efficiency than
the SEDP scheme..

Figure 3 shows the results of network lifetime for varying
the number of nodes from 10 to 50. From the results, we can
see that MPSS scheme has network lifetime than the SEDP.

Figure 4 shows the results of time Vs End to end delay.
From the results, we can see that delay of MPSS is lower
than the SEDP while varying the nodes form 10 to 50.

Figure 5.No. of nodes Vs Overhead

Fig. 5, presents the comparison of overhead and throughput.
It is clearly shown that the overhead of MPSS has low
overhead than the SEDP.

V. CONCLUSION

Wireless Ad hoc Networks consist of wireless nodes
without any centralized infrastructure. Here node may be
affected by several attacks. It may cause the packet
dropping, misrouting the information to another destination.
In our proposed work, we focus on detection of the black
hole attacks. This attack degrades the performance of the
mobile ad hoc networks. So that, we propose the modified
proactive secret sharing scheme to detect the black hole
attacks. In first phase, the black hole attacks are detected and
isolated. In second phase, the authentication of data packets
and data integrity is provided using our proposed proactive
scheme. By using the extensive simulation results, the
proposed scheme achieves better results than the existing
schemes.
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