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Abstract 

Now a days, the smart section of the interWeb is the private part where the user is 

able to watch all that matches his/her requirements. Nowadays, Web users are relying 

totally on the interWeb in relation to all the problems they have in their daily life. 

Based on the rapid increase in InterWeb usage, users are more dependent on the web 

search engine for various information needs. The query submitted by the user has the 

features of shortness, ambiguousness and incompleteness. As the amount of 

information on the Web increases rapidly, it creates newer challenges for Web search. 

Search engines are the collection of programs that facilitates information retrieval 

from the InterWeb. Even though the search engines do a good job of retrieving 

content from the InterWeb, users often feel disoriented about the result retrieved. 

Hence, no matter who the user of the search engine is, if the same query is provided 

as input to the search engine, the results returned will be exactly the same. The need 

to provide users with information tailored to their needs led to the development of 

various information personalization techniques. A Personalized Web Search has 

various levels of effectiveness for different users, queries, contexts etc. Personalized 

search has been a most important research area and many techniques have been 

developed and tested, still many issues and challenges are yet to be explored. In this 

paper, concentrates on the privacy secured personalized web search information of the 

user. Here, we propose the elliptic curve cryptography method for personalized the 

web search. 

Keywords: - personalization, web, search, privacy, user, profile and security. 

 

1. INTRODUCTION 

The interWeb pages on Web are developing rapidly day-by means of-day. as a 
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consequence, an facts retrieval device is needed to find the records shape WWW. 

Web search engine, is an records retrieval tool, needed to search for these Web pages. 

while the person fires a query to any search engine like Google or Bing, he/she may 

get even loads or extra search outcomes related to the question. Generally, these are 

divided into a number of seek engine consequences pages (search engines like Google 

and yahoo). From the set of search engines like Google, user can determine for the 

link one need to try to see if its referenced page includes the preferred statistics. A 

massive amount of documents is to be had in Web. So, it cannot perceive the most 

important files for a selected person for a specific question. Due to this cause, the 

need for personalizing Web search arises to discover relevant records for users. 

Personalization is an effort to uncover maximum relevant documents the usage of 

information about person's target, area of interest, browsing history, question context 

etc. that offers higher fee to the consumer from the large set of outcomes. as the web 

content material is growing exponentially, an increasing number of state-of-the-art 

methods are required to deliver the relevant content to the character consumer. Search 

engines like Google may not capable of offer one of a kind results for human beings 

with one of a kind intensions and context for the equal query. 

the important thing steps of web Personalization procedure encompass i) inter web 

statistics Preprocessing ii) consumer Modeling in Personalization iii) Recommending 

personalized web page ranking strategies. Every step of a Personalization technique 

calls for adaptability because of the change within the consumer’s interest and on the 

spot information boom. The essential motivation is to research and recognize the steps 

that generate beneficial and actionable information approximately users that in turn 

used for personalizing an utility. 

The Web search engine has lengthy end up the most vital portal for everyday humans 

seeking out useful statistics on the web. but, customers might revel in failure while 

serps return irrelevant consequences that do not meet their real intentions. Such 

irrelevance is basically because of the substantial type of users’ contexts and 

backgrounds, in addition to the ambiguity of texts. Personalized inter Web seek 

(PWS) is a standard class of search techniques aiming at providing higher search 

outcomes, which might be tailor-made for character user needs. as the price, 

consumer information must be accrued and analyzed to discern out the person purpose 

at the back of the issued query. Personalization of Web seek is the system of 

customizing Web seek consequences based totally on users’ past conduct [1]. most of 

the queries submitted to engines like Google are quick [2, 3] and have ambiguity [4, 

5]. each user may also have unique desires and desires under the equal query. for this 

reason the effectiveness of a personalization of web search relies upon at the question, 

person and search context [6]. Generic search engines present the effects which might 

be fashionable and not adaptable to man or woman users. For a selected query fired to 

the hunt engine, extraordinary consequences are provided for special customers. Seek 
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effects are organized for each user considering one’s hobby, preferences and records 

needs. The need for personalization arises due to the following information: first off, 

distinct users have exclusive backgrounds and interests. For the identical question, 

they have got specific information wishes and goals. Secondly, user records needs 

may also alternate over the years. Customers can also have style of necessities based 

at the time and instances. 

 

2. IMPORTANCE OF PERSONALIZED WEB SEARCH 

 Web data are those that can be collected and used in the context of Web 

personalization. These data can be classified into four categories, such as, 

 Content: - 

Its data are presented to the end-user appropriately structured. They can be simple 

text, images, or structured data, such as information retrieved from databases. 

 Structure: - 

Its data represent the way content is organized. They can be either data entities used 

within a Web page, such as HTML or XML tags, or data entities used to put a Web 

site together, such as hyperlinks connecting one page to another. 

 Usage: - 

Its data represent a Web site’s usage, such as a visitor’s IP address, time and date of 

access, complete path (files or directories) accessed, referrers’ address, and other 

attributes that can be included in a Web access log. 

 User Profile: - 

Its data provide information about the users of a Web site. A user profile contains 

demographic information for each user of a Web site, as well as information about 

users’ interests and preferences. Such information is acquired through registration 

forms or questionnaires, or can be inferred by analyzing Web usage logs. 

Web personalization can be seen as an interdisciplinary field that includes several 

research domains from user modeling [14], social Webworks [11], web data mining 

[8,13], human-machine interactions to Web usage mining[13]; 

The solutions to PWS can generally be categorized into two types, namely click-log-

based methods and profile-based ones. The click-log based methods are 

straightforward—they simply impose bias to clicked pages in the user’s query history. 

Although this strategy has been demonstrated to perform consistently and 

considerably well, it can only work on repeated queries from the same user, which is a 

strong limitation confining its applicability. In contrast, profile-based methods 

improve the search experience with complicated user-interest models generated from 
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user profiling techniques. Profile-based methods can be potentially effective for 

almost all sorts of queries, but are reported to be unstable under some circumstances.  

Although there are pros and cons for both types of PWS techniques, the profile-based 

PWS has demonstrated more effectiveness in improving the quality of web search 

recently, with increasing usage of personal and behavior information to profile its 

users, which is usually gathered implicitly from query history , browsing history , 

click-through data , bookmarks, user documents, and so forth. Unfortunately, such 

implicitly collected personal data can easily reveal a gamut of user’s private life. 

Privacy issues rising from the lack of protection for such data, for instance the AOL 

query logs scandal, not only raise panic among individual users, but also dampen the 

data-publisher’s enthusiasm in offering personalized service. In fact, privacy concerns 

have become the major barrier for wide proliferation of PWS services. 

Web Personalization is the art of customizing items responding to the needs of users. 

Due to the large amount of data on the interWeb, people often get so confused in 

reaching their correct destination and spend so much time in searching and browsing 

the interWeb that in the end they get disappointed and prefer to do their work using 

traditional means. The only way to help interWeb users is by providing an organized 

look to the data and personalizing the whole decoration of items to satisfy the 

individual’s desire and in doing this the only way is to embed features of web 

personalization. Web Personalization is the art of customizing items responding to the 

needs of users. Due to the large amount of data on the interWeb, people often get so 

confused in reaching their correct destination and spend so much time in searching 

and browsing the interWeb that in the end they get disappointed and prefer to do their 

work using traditional means. The only way to help interWeb users is by providing an 

organized look to the data and personalizing the whole decoration of items to satisfy 

the individual’s desire and in doing this the only way is to embed features of web 

personalization. 

Web Personalization is normally offered as an implicit facility to the user: whereas 

some websites considered it optional for the user, most websites do it implicitly 

without asking the user. The issues that are considered very closely while offering 

web personalization is the issue of high-scalability of data [7], lack of performance 

issues [9], correct recommendation issues , black box filtration issues [8], [2] and 

other privacy issues [3]. 

 

3. LITERATURE REVIEW 

Search personalization is based on the fact that individual users tend to have different 

preferences and that knowing the user’s preference can be used to improve the 

relevance of the results the search engine returns. There have been many attempts to 

personalize web search. 
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Nauman et al., [1] used personalized web search for enhancing common sense and 

folksonomy based intelligent search systems. A huge division of the contemporary 

web is characterized by user generated content classified using collaborative tagging 

or folksonomy. It makes very tricky to search for appropriate content because of 

ambiguity in lexical illustration of concepts and variances in preferences of users. 

Zhicheng, et.al, 2007, [6] proposed personalized search has been used for many years 

and many personalization strategies have been investigated, it is still unclear whether 

personalization is consistently effective on different queries for different users, and 

under different search contexts. The paper studies the problem and provides some 

preliminary conclusions. The paper present a large-scale evaluation framework for 

personalized search based on query logs, and then evaluate five personalized search 

strategies (including two click-based and three profile-based ones) using 12-day MSN 

query logs. 

P. Palleti et al., [3] developed personalized web search using probabilistic query 

expansion. The Web comprises of enormous amount of data and search engine 

recommends professional ways to assist navigate the Web to obtain the relevant 

information. Most common search engines, on the other hand, provide query results 

without taking user's purpose behind the query. Personalized Web search system 

intends to offer relevant outputs to users by considering user interests into account. 

Susan T. Dumais, et.al, 2005, [26] proposed search algorithms that consider a user’s 

prior interactions with a wide variety of content to personalize that user’s current Web 

search. Rather than relying on the unrealistic assumption that people will precisely 

specify their intent when searching, it pursues techniques that leverage implicit 

information about the user’s interests. This information is used to re-rank web search 

results within a relevance feedback framework. It explore rich models of user interests 

built from both search-related information such as previously issued queries and 

previously visited web pages and other information about the user such as documents 

and email the user has read and created. 

Gan et. al [8] suggested that search queries can be classified into two types, content 

(i.e., non-geo) and location (i.e.,geo). Typical examples of geographic queries are 

.hotels hong kong., .building codes in  seattle. and .virgina historical sites.. A 

classifier was built to classify geo and non-geoqueries, and the properties of geo 

queries were studied in detail. It was found that a significant number of queries were 

location queries focusing on location information. Hence, a number of location-based 

search systems designed for geoqueries have been proposed.  

LeFevre et al. apply a preprocessing step which maps q-dimensional hyper-

rectangles onto points in 2qdimensional space. Our approach differs from the work by 

LeFevre et al. in various aspects. First, this model anonymized data as uncertain data. 

Second, this considers application scenarios in which anonymized data and original 
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data can be used for testing and training. The scenario considered by LeFevre et al. is 

restricted to building models over anonymized data such models are then tested over 

anonymized data. Third, by transformation they propose corresponds to only one of 

the several heuristics. Another method of mining anonymized data is modeling it as 

uncertain information.  

Liu et al. [17] utilize the first three levels of the ODP for learning profiles as bags of 

words associated with each category. The user’s query is mapped into a small set of 

categories as a means to disambiguate the words in the query. The Web search is then 

conducted based on the user’s original query and the set of categories. As opposed to 

using a set of categories, Chirita et al. [6] utilize the documents stored locally on a 

desktop PC for personalized query expansion. 

Jeh and Widom [4] proposed a personalized web search by modifying the global 

PageRank algorithm. Instead of starting from random pages on the web, the “random 

surfer” starts from a set of preferred pages (such as bookmarks). Hence, the pages 

related to the preferred pages get higher PageRank score. Gauch and Pretschner [5] 

presented a system that allows for the automatic creation of structured user profile, 

and used the user profile to re-rank the search results, their user profiles were built 

based on an existing category hierarchy. 

Zhou et al. [16] proposed a hybrid index structure to handle both content and 

location-aware queries. The system first detects geographical scopes from web 

documents and represents the geographical scopes as multiple minimum bounding 

rectangles (MBRs) based on geographical coordinates. A hybrid index structure is 

used to index the content and location information of the web documents. A user is 

required to present their content and location interest in their search queries. A ranker 

is then employed to rank the search results according to the content and location 

relevance’s using the hybrid index. 

Personalized search has been a most important research area and many techniques 

have been developed and tested, still many issues and challenges are yet to be 

explored. This research concentrates on the analysis, comparison and application of 

many personalized web search approaches that are being widely used today .Hence 

the motivation of this research work is directed towards to understand the web 

personalization processes, benefits, limitations and future trends. 

 

4. CHALLENGES OF PRIVACY IN WEB PERSONALIZATION 

Personalization of web search has been area of research in the recent times several 

efficient approaches have been derived based on related studies and observations. Of 

the several methods that have been proposed and implemented, this paper focuses on 

two methods –User Profile and Security Model. 
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This paper proposes an novel idea of combining two crucial methods user profile and 

security model to enhance the web based search and increase the level of 

personalization. 

In this paper, we systematically examine the issue of privacy preservation in 

personalized search. We distinguish and define four levels of privacy protection, and 

analyze various software architectures for personalized search. We show that client-

side personalization has advantages over the existing server-side personalized search 

services in preserving privacy, and envision possible future strategies to fully protect 

user privacy. 

The Web personalization process can be divided into four distinct phases [13, 20]: 

i) Collection of Web data.  

ii) Preprocessing of Web data. 

iii) Analysis of Web data.  

iv) Decision making / Final Recommendation.  

Personalized services therefore allow users to deal with the overwhelming 

overabundance of information, but inevitably at the expense of privacy, especially 

when profiling is conducted across several information systems. Besides, the 

enrichment of these services with data from social Webworks creates additional 

opportunities with respect to information sharing but, at the same time, increases the 

user privacy risks. 

 

4.1. Attack Model 

Our work aims at providing protection against a typical model of privacy attack, 

namely eavesdropping. As shown in Fig. 1, to corrupt Alice’s privacy, the 

eavesdropper Eve successfully intercepts the communication between Alice and the 

PWS-server via some measures, such as man-in-the-middle attack, invading the 

server, and so on. Consequently, whenever Alice issues a query q, the entire copy of q 

together with a runtime profile G will be captured by Eve.  

Based on G, Eve will attempt to touch the sensitive nodes of Alice by recovering the 

segments hidden from the original H and computing a confidence for each recovered 

topic, relying on the background knowledge in the publicly available taxonomy 

repository R. Note that in our attack model, Eve is regarded as an adversary satisfying 

the following assumptions: 

 Knowledge bounded. The background knowledge of the adversary is limited 

to the taxonomy repository R. Both the profile H and privacy are defined based on R. 

 Session bounded. None of previously captured information is available for 
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tracing the same victim in a long duration. In other words, the eavesdropping will be 

started and ended within a single query session. 

The above assumptions seem strong, but are reasonable in practice. This is due to the 

fact that the majority of privacy attacks on the web are undertaken by some automatic 

programs for sending targeted (spam) advertisements to a large amount of PWS-users. 

 

 

Fig 1: - Attack Model 

 

Generally there are two classes of privacy protection problems for PWS. One class 

includes those treat privacy as the identification of an individual, as described in [20]. 

The other includes those consider the sensitivity of the data, particularly the user 

profiles, exposed to the PWS server. Typical works in the literature of protecting user 

identifications (class one) try to solve the privacy problem on different levels, 

including the pseudo identity, the group identity, no identity, and no personal 

information. 

 

5. PROPOSED SYSTEM STUDY 

Search engines have changed the way users find, interact with, and access 

information. Users can quickly search for and discover relevant information by 

issuing queries to search engines. Notwithstanding the growing popularity, search 
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engines are facing a number of challenges. 

Privacy preserving data mining techniques have been developed to address this issue 

by providing mechanisms to mine the data while giving certain privacy guarantees. 

Research in this field typically falls into one of two categories: data transformation to 

mask the private data, and secure multiparty computation to enable the parties to 

compute the data mining result without disclosing their respective inputs. In this work 

we address the problem of privacy preserving using the cryptographic approach. This 

paper makes the following contributions: we design a novel cryptographic algorithm 

based on secure multiparty computation techniques to compute the nearest neighbors 

of points in horizontally distributed data sets, a problem which, to the best of our 

knowledge, has never been dealt with previously.  

 

5.1. System Model 

Search involves interactions between two parties, a user (U) and a search engine (S). 

There are two basic interaction cycles between a user and a search engine: (1) Search: 

A user U composes and submits a query q to search engine S, and the search engine S 

would return some search results R = {R1; :::;Rn} to the user. (2) Browse: A user U 

chooses to view a result Ri ɛ R, and the search engine would bring the user the content 

of Ri. 

In a search process involving many such interaction cycles, a user thus potentially 

reveals the following three kinds of personal information: 

1. User identity: This could be a personal user ID in the case when the user has to 

register an account, or the IP address of the machine that the user is using. 

2. Queries: This includes all the queries the user has submitted to the search engine. 

3. Viewed results: This includes all the viewed web pages by the user. 

Actually, the user also reveals some context information such as the time stamp, but 

such information is not central to the issue of privacy, Different users have different 

requirements of privacy protection. While some users may not want anyone else to 

know or hold any of their personal information, others may be willing to share some 

personal information for better search results or services. Thus the level of privacy 

protection may need to be tuned for different users to accommodate different 

preferences for the tradeoff of personalization and privacy protection. 
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Fig 2: -Proposed Model 

 

The search engine analyzes the user information need, looks up its index structure of 

documents, and returns a ranked list of search results to the client for a user to view. 

A search engine generally stores user search logs for various kinds of purposes 

including personalization and anti-spam. Thus it is to the interest of search engines 

not to remove the search engine logs automatically. Indeed, they tend to keep the 

search engine logs indefinitely. 

There are three kinds of software architectures that expand the basic server-client 

model of Web search to support personalized search. Their main differences lie in 

where personally identifiable information P(U) is stored and how it is exploited for 

personalization. In this section, we describe these three kinds of software architectures 

and analyze what levels of privacy preservation can be achieved with these different 

architectures. 

The user profile is still stored on the client side, but the server also participates in 

personalization. At query time, the client extracts contextual information from the 
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user profile, and sends it to the search engine along with the query. The search engine 

then does personalization with the received context. Compared with client-side 

personalization, this architecture has an advantage of allowing for the use of a search 

engine's internal resources. The contextual information sent to the server specifies the 

user's search preferences (e.g., query expansion terms, topic weight vector). It is 

extracted from the user profile (e.g., the weight vector can be learned from search 

history), and is only relevant to a particular query. Therefore, it is a condensed version 

of the whole user profile (generally a few terms or a weight vector from a user's 

search history), thus the architecture can minimize the personal information obtained 

by the search engine. 

To protect user privacy in profile-based PWS, this proposed method will concentrate 

on two factors during the search process. First, it attempts to improve the search 

quality with the personalization utility of the user profile. Second, it needs to hide the 

privacy contents existing in the user profile to place the privacy risk under control. To 

improve the search quality with the personalization, k-Nearest Neighbors algorithm is 

used. In the secure kNN scheme, Euclidean distance between a data record pi and a 

query vector q is used to select k nearest database records. To hide the privacy 

contents, Elliptic Curve Cryptography (ECC) algorithm is used for Encryption and 

Decryption process. Elliptic curve cryptography (ECC) is an approach to public-key 

cryptography based on the algebraic structure of elliptic curves over finite fields. 

Elliptic curves are also used in several integer factorization algorithms that have 

applications in cryptography. 

 The proposed method provides runtime profiling, which in effect optimizes 

the personalization utility while respecting user’s privacy requirements; allows for 

customization of privacy needs; and does not require iterative user interaction.  

 Provides an inexpensive mechanism for the client to decide whether to 

personalize a query in UPS. The Search algorithm kNN provides high quality of 

search from the raw data of web documents.  

 The Elliptic Curve Cryptography (ECC) algorithm provides high security to 

the user profiles and the user search logs.  

This method presented a client-side privacy protection framework for personalized 

web search. This could potentially be adopted by any personalized web search that 

captures user profiles in a hierarchical taxonomy. The framework allowed users to 

specify Personalized privacy requirements via the hierarchical profiles. 

 

6. PERFORMANCE ANALYSIS 

The following performance parameters are commonly used in privacy protection 

technique evaluation. The existing approach is compared with proposed scheme using 
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these evaluation parameters. The performance of the TC process can be measured by 

one or more of the following methods: 

 

5.4.1. Recall and Precision  

They are two well known measures of effectiveness in text mining. While Recall is a 

measure of correctly predicted documents by the system among the positive 

documents, Precision is a measure of correctly predicted documents by the system 

among all the predicted documents.  

Recall is defined as the number of relevant documents retrieved by a search divided 

by the total number of existing relevant documents, while precision is defined as the 

number of relevant documents retrieved by a search divided by the total number of 

documents retrieved by that search. 

 

5.4.2. F-Measure 

F-measure combines precision and recall and is the harmonic mean of precision and 

recall. 

 

 

Fig 3: -Precision Evaluation 
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Fig 4: - Computational Delay Evaluation 

 

This method uses the algorithm, named ECC (Elliptic Curve Cryptography), for the 

generalization, search quality improvement and privacy protection. The results 

revealed that this proposed could achieve quality search results while preserving 

user’s Personalized privacy requirements. The results also confirmed the effectiveness 

and efficiency of our solution. 

 

6. CONCLUSIONS 

The existing methods are click-log-based methods and profile-based ones. The click-

log based methods are straight forward; they simply impose bias to clicked pages in 

the user’s query history. Although this strategy has been demonstrated to perform 

consistently and considerably well. Organizing the query groups within a user’s 

history is challenging for a number of reasons. 

 

  

The proposed method provides runtime profiling, which in effect optimizes the 

personalization utility while respecting user’s privacy requirements; allows for 

customization of privacy needs; and does not require iterative user interaction. It 

provides an inexpensive mechanism for the client to decide whether to personalize a 

query in User Profile. The Search algorithm kNN provides high quality of search from 

the raw data of web documents.  
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