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Abstract 

Motivated by the need to cut down IT costs and increasing employee 

productiveness, the enterprise-wide Wi-Fi Local Area Networks 

options are fitting increasingly conceivable. The Wireless Local Area 

Networks (WLANs) succeeded in delivering wireless network access 

at low costs. But the traditional methods of checking the data packets 

delivery fail at time. Hebbian Algorithm of ANN can be of great help 

in checking quality and quantity of data packets between various 

devices in a WLAN. In this paper we will present the experimental 

setup and simulation results of packet delivery via Hebbian Algorithm. 
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1. INTRODUCTION 

The propagation of air waves cannot be blocked or locked in a room so there's 

always hazard of eavesdropping and Man-in-the-middle-attacks [1]. When 

dealing with WLANs it is important to maintain three protection targets in 

intellect, Authentication to the WLAN, Confidentiality and Integrity of the 

info transmitted [2]. 

In the later years there has been a significant advancement in the field of 

computerized reasoning due to development of Artificial Neural Networks 

(ANN). The ANN can be considered as a data handling unit which, all things 

considered, looks like the working of the human cerebrum. Its use has spread 
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through different fields in particular bioinformatics; securities exchange 

expectations, restorative science, climate anticipating and so on [3-5]. One of 

these fields in which ANN has been key is cryptography. As of late there has 

been a significant study going on different encryption strategies in light of 

neural nets containing single layer or multilayer perceptron models. This field 

of cryptography is all the more prevalently known as Neural Cryptography [6]. 

The learning strategy for ANN engineering can be very much used to produce 

more successful encryption frameworks in view of criticism. In the present 

paper we are presenting cryptographic simulations on how ANN can be 

utilized as a part of information encryption [7]. This will help in putting a 

check on quantity and quality of data packets in wireless networks. 

 

 

Figure 1: Scheme of WEP for controlling the access to the WLAN and to 

encrypt confidential information. 

 

In the figure 1, the content (C) is created from a straightforward XOR 

operation between the WEP encryption key (K) and the plain instant message 

(M) as outlined in condition  

 XORing the figure content with the plain instant message will bring 

about the encryption key as outlined condition  

 XORing two figure instant messages is equivalent to XORing two 

plain instant messages as appeared in condition. 

 On the off chance that one of the plain instant messages is known, or if 

nothing else parts of it, finding the WEP encryption key will gets to be 

insignificant.  
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Learning of plain instant message and its comparing figure instant message 

can be effortlessly done by listening in the underlying test sent from the AP to 

the STA and the answer of that test [8]. 

 

2. PROPOSED WORK 

The key trade calculation can be adequately utilized for bit encryption 

strategies. Be that as it may, numerous a times one requires keys for 

straightforward content encryption or byte encryption. The creators propose 

the present calculation in a frame that can be effectively used to trade keys 

including characters and numbers (counting exceptional characters).  

The equality machine is outlined as a two layer perceptron-the primary layer 

including general society arbitrary data sources and second layer including the 

shrouded units. The computation of the concealed units and the last yield bit is 

to be done in the extremely same path as that of the past calculation. The 

change is to be made in the signum work including the figuring of the 

concealed units (see eq. 3) in a path as takes after: 

if 𝑦𝑘
𝑆/𝑅

 = 0, 𝑦𝑘
𝑆/𝑅

 = 0 

if 𝑦𝑘
𝑆/𝑅

 > 0, 𝑦𝑘
𝑆/𝑅

 = 1 

if 𝑦𝑘
𝑆/𝑅

 < 0, 𝑦𝑘
𝑆/𝑅

 = 1/0 

 

Rather than utilizing 1/ - 1, 1/0 is utilized as weights. The system can be 

planned in a way which comprises of N number of shrouded layers (relies on 

upon the extent of the key required) and each concealed layer comprises of 

eight info units. The learning method is applied when OS XOR OR = 1 i.e. 

when the outputs do not match.  

The weights after synchronization can be separated into gatherings of eight to 

get the ASCII codes of the characters. These characters can be utilized as key 

for any sort of encryption. On the off chance that one predefines the extent of 

the key, salting of the key or utilization of hash capacity should be possible to 

increment or decline the span of the key.  

A less difficult technique for key trade could be to change the weights in the 

condition of - 1 to a condition of 0. With this system one doesn't have to make 

any improvements in network or the state of the learning. 

 

2.1. Increasing the range of the weights 

Any constrain on keys with double will render them useless. An answer to the 

issue can be to build the scope of qualities that the weights can take. This 

should be possible utilizing a sigmoid actuation work rather than a signum 
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initiation work. This empowers the weights to have a fluctuated scope of 

qualities which makes it troublesome for the assailant to apply an animal drive 

assault. The enactment work [1] can be of the shape, 

𝜑(v) = 
1

1+𝑒𝑥𝑝(−𝑎𝑣)
 

Where ‘a’ controls the slope of the graph and v is the output. 

 

 

 

Figure 2: Graph for a signum function 

 

 
Figure 3: Graph for a sigmoid function with parameter ‘a’ controlling the 

slope. 

 

As the chart recommends, sigmoid capacities are equipped for producing a 

huge scope of weights including skimming direct weights which includes 

toward the unpredictability of the issue. The estimation of "a" can be 

controlled to make enactment work go about as a signum work. 

 

3. RESULTS AND ANALYSIS 

The training was successful and the network was able to keep a record of 

packets, their transmission and delivery. The experimental results are shown 

below: 
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Figure 4: Proposed Hebbian Rule based Neural Cryptographic interface. 

 

 
 

Figure 5: Effect of Weight Change on Shared Key Size, iteration required, 

Time took and payload. 

 

Table 1: Response Time of Hebbian Neural Network with Respect to increase 

in weight. 

 

Devices Wight legnth = 3 Wight legnth = 4 Wight legnth = 5 Wight legnth = 6 

10 10 10 10 10 

20 100 100 100 100 

30 500 500 500 500 

40 1000 1100 1200 1300 

50 3000 3100 3200 3300 

60 11000 9000 7000 5000 
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Figure 6: Time Requirements for Key exchange in Hebb net and Normal 

Neural Network. 

 

 
Figure 7: Number of Packets (data in MB) Dropped for n-wlan devices. 

 

4. CONCLUSION AND FUTURE SCOPE 

The discussed key trade calculation can have changed applications in 

cryptography. We can apply ANN in Block Ciphers or Stream Cipher or Bit 

Level or Byte Level Encryption strategies. The ANN strategy can be utilized 

as a part of effective way to make the encryption procedure difficult to break 

and in the meantime exceptionally dependable. The regular assaults in 

cryptography, for example, known plain content assault, Brute Force Attack, 

Differential Attack may not be so natural if there should be an occurrence of 

information encryption utilizing Neural Networks. 

 

 

 

 



Neural Networks towards Better Wireless LAN Security 705 

REFERENCE 

[1] T. Schmidt, H. Rahnama, A. Sadeghian, “A Review of Applications of 

Artificial Neural Networks in Cryptosystems”, World Automation 

Congress, 28th September-3rd October 2008, P-ISSN: 2154-4824 

[2] K. J. Hole, E. Dymes, P. Thorsheim, “Securing Wi-Fi Networks”, 

Computer, Volume.38, Issue.07, pp. 28-34, July 2005. 

[3] G. V. S. Raju, Rehan Akbani, “Authentication in Wireless Networks”, 

40th Annual Hawaii International Conference on System Sciences, 

Hawaii, USA, pp. 27a, 3rd -6th January 2007, ISBN: 0-7695-2755-8. 

[4] Menal and Sumeet Gill, “Performance Evaluation of Feed Forward 

Neural Network for Wired Equivalent Privacy / Wi-Fi Protected 

Access Protocols”, Indian Journal of Science and Technology, 

Volume.09, Issue.31, pp. 1-14, August 2016, p-ISSN 0974-6846, 

Online ISSN 0974-5645. 

[5] Songrit. S, Kitti. W, Anan. P, “Integrated Wireless Rouge Access Point 

Detection and Counterattack System”, IEEE International Conference 

on Information Security and Assutance, 24th-26th April 2008, ISBN: 

978-0-7695-3126-7. 

[6] A. Nayyar, “Security Issues on Converged WiFi & WiMAX 

Networks”, Recent Advancement in Computer  Science (RACS’11) 

and International Journal of Engineering Science (IJOES), Volume.03, 

pp. 9-18, January 2011.  

[7] 7.Nitul Dutta, Sangappa Ramachandra Biradar, “Interoperability of 

WiFi and Wi-MAX”, 2nd IEEE International Conference on Parallel 

Distributed and Grid Computing (PDGC), pp. 747-751, 6th-8th 

December 2012, DOI: 10.1109/PDGC.2012.6449915. 

[8] Menal and Sumeet Gill, “Detection of Rogue Access Point in WLAN 

Using Hopfield Neural Network”, International Journal of Electrical 

and Computer Engineering, ISSN: 2088-8708, Volume.07, Issue.02, 

April 2017.  

[9] Menal and Sumeet Gill, “Elimination of Rogue Access Point in 

Wireless Network”, Materials Today Proceedings ISSN: 2214-7853, 

2016. 

 

 

 

 

 


