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Abstract 

Now a days, wireless sensor network is affected with an attack, called as 

wormhole attack. To deal with wormhole attack one of the widely used 

requirement either they use specialized hardware or in order to capture a specific 

pattern extra overhead over the network. The paper presents an efficient and 

reliable wormhole detection and localization based scheme on the basis of key 

observation that a huge amount of network traffic will be attracted by the 

wormholes. Our aim is to minimize the cost of detection of wormhole attack. 

Keywords: Wireless Sensor Network, Security, Attacks, Communication 

Overhead, Energy of Node, Message Passing Nodes. 

 

 

1.  INTRODUCTION 

Wireless sensor networks are consists of various attacks, especially destructive 

wormhole attack, which completely destroyed the network topology. In a wireless 

sensor network, scenario there is a base station and sensor nodes. Some of sensor nodes 

try to transmit the data information to the base station. Due to wormhole attack in the 

scenario sensor nodes are misguided that base station is available to few hops ahead. 

Hence the shortest path is elected to transmit the data, in other words the data is 

transmitted through the attacker node due to wormhole attack. Finally all the traffic 

path passes through the attackers which leads to unauthorized access to the important 

data. 
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Fig 1. Wireless sensor network 

 

 Wormhole Attacks in WSN 

For secure communication there are some privacy primitives defined like sensor node 

identification privacy, sensor node location privacy, route privacy and data packet 

privacy. These privacy primitives help sensors to secure the data they have. But attacker 

can easily capture the packet and get this security information and hence can get access 

to sensor network. 

Also sensor nodes have limited resources these nodes need to replace after some time. 

These sensor nodes are also generally deployed in unattended environment. So in order 

to steal this sensitive information, attacker compromises any node in the network or he 

introduces his own node in the network without getting noticed. This node is then called 

as malicious node which is totally controlled by attacker. A typical wormhole attack 

needs two or more such malicious nodes to perform wormhole attack successfully 

needed that these nodes have larger resources than other nodes. 

 

2    SECURITY IN WIRELESS SENSOR NETWORK 

2.1   Security Requirements 

Computer security deals with prevention, detection and survivability of attacks. As 

sensor networks are commonly deployed in unattended environments, it is common to 

focus on the survivability of attacks, that is, coping with some attack and still function 

normally. Several properties could be demanded to a secure protocol, according to the 

specific application. The major security requirements ones are listed below. 

 Confidentiality or privacy is defined as the prevention of unauthorized access 

to information. A violation of the confidentiality results in information 

disclosure. 

 Integrity is defined as the prevention of unauthorized, either accidental or 

malicious, modification or destruction of information. Data modification or 



An Efficient and Reliable Methodology for Wormhole Attack Detection…  1131 

deletion would result in deceiving the authorized entity by providing him with 

false information. 

 Authentication – Entity authentication is defined as the process of verifying an 

entity’s claimed identity, while data origin authentication is defined as the 

process of verifying the originator of the data, which implies data integrity. 

 Availability – Availability refers to the percentage of time a system is working 

and available to the user. In the context of a sensor network it refers to the ability 

to collect data from the sensors. It is not directly security requirement, 

nevertheless as an adversary can mount different attacks to interfere with the 

normal functionality of the sensor network, we consider it as part of the security 

requirements. 

 Data freshness – An adversary should not be able to reuse old authentic 

messages 

 

3 REVIEW OF WORK 

There exist a number of solution for the detection of wormhole attacks and the 

misbehaving node in the network. Some of the solutions uses either a specified 

hardware or minor changes in the protocol and provides smart method of detection of 

wormhole attack. Due to use of a specified hardware in the network which results in 

required extra processing of data, additional cost and a battery life of a sensor node. In 

this section we deals with some of the solutions available for wormhole attack 

detection. Hu et al. [3] proposed a method to detect the wormhole attack using 

geographical and temporal packet leaches. The disadvantage of this methodology do 

not support global positioning system and time synchronization. Lazos et al. [4] 

describe the scenario where few of the sensor nodes are reserved by the global 

positioning locators and some of them uses directional antennas. The proposed scheme 

supports locally broadcasting of keys to transmit the data to the other node. Krawczyk 

et al. [17] proposed a transmission based route setup to identify the attacks by observing 

the transmission time among the sensor node. Which helps to reduce the cost of the 

detection of wormhole attack. Poovendran et al. [6] describe a graph based mechanism 

for the identification and detection of wormhole attacks, which supports proactive 

protocols but it fails when UDG model is not supported by the connectivity graphs. 

Some of the methodology deals with traffic flow analysis using statistical analysis and 

anomaly based detection scheme. Wenliang Du, et al. describe an anomaly detection 

scheme named LAD [11] which helps in the deployment of the sensor nodes by 

estimates the location from its observation. In [11] Awerbuch et. al., a 

acknowledgement is required form all of the data packets by its receiving nodes. Due 

do the limited number of missed data packet which leads to poor quality in an 

investigation. By limiting the number of missed data packets, the route with poor 

quality will result in an investigation. The existence of wormhole attack could be justify 

only after the degradation has been detected and the process will repeated further to go 

over from beginning. L. Buttyan et al [9] have describe a wormhole attack discovery 
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mechanism which is based on statistical analysis method for finding multipath routing. 

By observing the link which is created by wormhole attack and helps in routing and it 

is selected and requested with its frequency. That’s help to integrate this method with 

intrusion detection system. The disadvantage of this protocol is that it will be only 

works with on-demand protocol. 

 

4    PROPOSED METHODOLOGY 

4.1 Outline of Proposed Approach 

Definition of Wormhole Attack: Node A wants to traverse towards node B. The node 

B broadcast the RREQ message which is firstly received by the node x and M1. In this 

scenario the attacker node may be in hidden to the network and X replies with RREQ 

to its nearest neighbor node as W and A. Now the malicious node M1 and M2 creates 

a fast link with the help of node A and Y, Z. Hence the node Z broadcast the RREQ 

message to the node B. In this scenario the node A wants to transmit the data from A to 

node B, but due to the fast link created between M1 and M2 it pretends to be the shortest 

path and the malicious route is selected which is A->M1->M2->Z->B. Which results 

in terms of the delay and packet drop in the network. And node M1 and M2 now modify 

the packets which violets the properties of CIA trade.  

 

Proposed System: The system is used to detect the wormhole attack and to secure the 

wireless sensor network from packet drop, delay, modifying packets, adversaries 

misdirecting the multi-hop routing, we designed a trust based energy efficient 

framework for detection of wormhole attack in wireless sensor network. 

 

Advantages of Proposed System: 

 Relies on routing not on the specialized hardware. 

 Proposed methodology provides detection of wormhole attack in less time. 

 Easily identify the suspected node or attacker node. 

 Calculate the energy level of each node in real time using energy watcher 

module. 

 Also calculate the trustworthiness of each node. 

 Message Passing nodes and reply message nodes are identified with the help of 

trust manager. 

 Which improves the overall performance of the wireless sensor network.      
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5  DESIGN AND ARCHITECTURE 

In this chapter we will discuss the architecture of proposed system, to detect the 

wormhole attack in wireless sensor network to secure the network from packet drop, 

delay, modifying packets, adversaries misdirecting the multi-hop routing. Wireless 

Sensor Networks offers protection against identify the deception through replaying 

routing information. An Adversary can exploit this defect to lunch the harmful or even 

devastating attacks against the routing protocols including wormhole attack. The key 

feature of this proposed methodology is based on observation of the behaviour of each 

node in a network. The routing agent module is responsible for route calculation. The 

route calculation is done on the basis of shortest path to the sink node. The energy 

watcher module monitor the energy level of each and every node by which packet is 

transmitted. The routing table and energy level of nodes, data is forwarded to trust agent 

module. The trust agent module calculate the trust level of each node on the basis of 

information provided by the routing agent and energy watcher module. If the calculated 

trust level or value of a particular node is less than appropriate value i.e 0.9 to 0.99. 

Then the suspected node is identifies as replying the messages and wormhole attack is 

detected. 

 

5.1 Flow Chart of Simulation  

 

Fig. 5.1. Simulation of Flow Chart 



1134 Jitendra Kurmi, Ram Singar Verma and Sarita Soni 

5.2 The proposed methodology consist of different modules as describe below 

 Node Initialization: Node initialization process is used to deploy the sensor nodes 

by deploying the sensor nodes and base stations.  

 

 Route Selection: For a Trust based energy Efficient Framework node N transmit 

the data packet form a base station to other nodes. By using the localization method 

the node N observe the neighboring node position and forwards the data packets by 

considering the trust level and the energy level of node. 

 

 Routing Agent: Routing agent module is consist of three modules which are as 

follows neighbour detection, topology detection and routing calculation. The 

neighbour detection sub module uses neighbour selection algorithm for forwarding 

the data packets to the next-hop. And from next-hop i.e. node N will forward the 

data packet to the base station. The Topology detection module is used to identify, 

which topology is used for data packet transfer from one node to next-hop. The 

routing calculation module is responsible for the finding the shortest path between 

a node N and next-hop. 

 

 Energy Watcher: We uses an energy watcher module to monitor the energy level 

of each node in network. By monitoring the energy level of nodes we further 

calculate that node has enough capability to forward a data packet from one node 

to the other nodes.  

 

 Trust Manager: We adopted a trust manager module that is responsible for 

calculating the trust of each node on the basis of routing information, neighbour 

behaviour and energy level of nodes. The trust module computes the trust of each 

entity and assign to another entity. Hence more trust level is identifies as more 

trustworthiness. The trust to the neighbouring node N by the node x, and it is given 

by the following. 

Tx (y) =∑ [
𝑛

𝑖=1
Wx (i) * Tx (i)] 

Where Wx (i) is the weight of the ith trust category to x and Tx (i) is the situational trust 

of x in the ith trust category. 

From the above equation, we can get the following equations: 

Ch = 
Hs − Hf

Hs + Hf
 for Hs + Hf ≠ 0 else Ch = 0 

Cd = 
Ds − Df

Ds + Df
 for Ds + Df ≠ 0 else Cd = 0 

 

Hence a value of -1 represents complete distrust, a value of 0 implies non-contributing 

event and a value of +1 means absolute trust in a particular event. Especially the trust 

level of the neighbour is N’s estimation of the probability that this neighbour correctly 

delivers data received to the base station. 
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6  RESULT AND DISCUSSION 

The paper presents an efficient methodology for wormhole attack detection in wireless 

sensor network. The proposed methodology uses energy watcher and trust manager to 

calculate the performance 

 Activation Latency for Passive Adversary: The performance of efficient 

wormhole attack detection is calculated by plotting the graph between threshold 

value and time to estimate the activation latency for passive adversary. 

 

 

 

 Activation Latency for Active Adversary: The performance of efficient 

wormhole attack detection is calculated by plotting the graph between threshold 

value and time to estimate the activation latency for active adversary. 
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 Detection Latency for Passive Adversary: The performance of efficient 

wormhole attack detection is calculated by plotting the graph between threshold 

value and time to estimate the detection latency for passive adversary. 

 

 

 

 Detection Latency for Active Adversary: The performance of efficient wormhole 

attack detection is calculated by plotting the graph between threshold value and time 

to estimate the detection latency for passive adversary. 

  

 

 

7  CONCLUSION AND FUTURE WORK 

WSN carry maximum number of misbehaving nodes which transfer the data from one 

system to another system without making use of any wires., The Lifetime of the network 
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is Limited because All these depends on energy of particular node in the network. The 

detection of wormhole attack is much faster which is proposed in this paper because of 

uses of energy watcher and trust manager. The energy watcher module keep the record 

of energy level of each node and trust manager keeps the behavior of each node in the 

network. 

Future work, several improvements can be allowed and could start to a further minimize 

in power consumption and taking the more time of simulation.  It also include 

exploration of other matrices and mobility of the nodes.  
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